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Abstract

For specific domains (e.g., data analysis, planning and
schedulingor stateestimation),automatedgrogramsynthe-
sis systemshave beendevelopedwhich are capableof pro-
ducing hundredsof lines of non-trivial code. However, the
potentialapplicabilityof anautomatigprogramsynthesisys-
temdoesnotonly dependn sizeandquality of thegenerated
code,but alsoits ability to beintegratedinto the overall soft-
ware process. Therefore the generationof executablecode
aloneis not enough. In this paper we will describethree
techniquesvhich enhancehe capabilitiesof a synthesigool
with respectto generationof explanations,certificates,and
simulationdata. The synthesissystemencodesnoughdo-
main knowledge, suchthat the appropriateinformation can
directly be extractedduringthe synthesigprocess.

Explainlt! is a componentfor the AMPHION/NAV system
(synthesiof stateestimationsoftware)which automatically
generateanddisplaysexplanationdor eachpieceof thesyn-
thesizedcode thuseffectively achieving traceabilitybetween
codeandspecification.

For safety-relgantapplicationssoftwaremustundegoarig-
orous certification processwhere it must be demonstrated
that certainsafetypoliciesare not violated. Traditionalfor-
mal verification approachege.g., with Hoare-stylerules)
areimpractical,becausehey requirelarge amountsof man-
ual code annotations. In this paper we discussan exten-
sion of the AUTOBAYES system(synthesisof dataanaly-
sis programs)for the automaticgenerationof codeannota-
tions which canbe handledby a verification conditiongen-
eratorand an automatedheoremprover. Speedof this ap-
proachcomparedavorably with commercialstatic analysis
tools(e.g.,PolySpace).

Finally, we discussa moduleof AUTOBAYES which synthe-
sizescodefor the generatiorof artificial datafor simulation,
experimentationandtestingpurposes.

Intr oduction

Over the recentyears,size and compleity of softwarein
safety-relatedireashasgrown tremendously A major rea-
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sonfor thisis thatfunctionalitywhich hasbeentraditionally
realizedby hardwareis now implementedasa programon
ageneral-purposprocessarthusreducingproductioncosts
andincreasindgunctionality. Typicalapplicationareagange
from avionics, processontrol(e.g.,for chemicalor nuclear
plants)to carindustry However, the productionof reliable,
high-qualitycodefor safety-relatedpplicationss far from
easy In particular modern;highly iterative softwarelifecy-
cles(e.g.,spiralor use-casdasedprocessesaremajorcost
drivers,becausdor eachiteration, substantiatesting,doc-
umentation and certificationefforts are necessaryFor ex-
ample,flight-critical software (e.g.,for positionestimation
or control of an aircraft) requiresrigorouscertification by
anindependentertificationauthority (e.g.,the FAA). This
time-consuminghighly manualprocesswvhich is definedin
standardlocumentge.g.,DO-178B)prescribesherequired
testing,documentationandengineeringfforts to guarantee
traceabilitybetweerspecificatiorandthe executablebinary.

An approaclwhich couldfacilitatethe productionof such
piecesof softwareis automatedprogramsynthesis.Given
a high-level specification,an automatedprogram synthe-
sis tool generatesxecutablecode which implementsthe
specification.Becauseaigorousformal logic underliesthis
approach.the synthesizedcodeis often consideredto be
“correct-by-construction”

Deduction-basedprogram synthesisis around for a
long time, and several synthesis systems (e.g., Am-
phion (Stickel etal. 1994, KIDS (Smith1990, or Plan-
ware (Burstein& Smith1996) have beendevelopedover
the yearsand it seemsthat in certain (albeit small) do-
mains such systemsare capableof producingreasonably
good code. However, the usability of suchsystemsin the
areaof safety-relateddomainsis still ratherlimited. In
fact,they sharemary severelimitationswith state-of-the-art
codegeneratorgor traditionalmodelingsystemge.g.,Ma-
trixX (MatrixX 2007), ControlShell(ControllShell2002)).
As discussedabove, productionof a pieceof codeis not
enough. Rather a code-producingystemneedsto synthe-
sizethefollowing artifacts:

¢ well documentedhuman-understandabé®de. Only if a
pieceof softwarecanbe easilyunderstoodmanualmodi-
ficationscanbeappliedor it canbesubjectto (successful)
codereviews.



e traceabilityinformation betweencode and specification
suchthatall piecesof the codecanberelatedto their ori-
gin in the specification.

e supportfor simulation,animation andtesting.A success-
ful synthesisystemneeddo be ableto produceartificial
datawhich conformto the given specification. State-of-
the-artmodelingtools (e.g., Simulink/MatLab, Controll-
Shell)arealreadypretty advancedwith thatrespect.

e supportfor certification (e.g., providing annotationsor
evenproofs).

In this paper we demonstratehat a programsynthesis
systemencodesnoughdomainknowledgeto supportthe
requirementdistedabove. We will discusshreeextensions
to a programsynthesisarchitecturewhich, in addition to
producing executablecode, generatedetailed documenta-
tion/explanationscertificatesfor the synthesizeaodewith
respecto a givensafetypolicy, andtest/simulatiordata,re-
spectvely.

The work, describedin this paper is ongoing work.
Therefore, these extensions have not been devel-
oped for one single program synthesis system, but
rather for two tools, namely AMPHION/NAV and
AUTOBAYES. AMPHION/NAV  (Whittle etal. 2001-
Schumanr& Robinson200]) is a tool based on the
Amphion system (Stickel etal. 1994 which is capable
of automatically synthesizing C/C++ code for state-
estimationand navigation of aircraft or spacecraft. The
domain of AuTOBAYES (Fischer& Schumanr2001-
Fischer Schumann& Presshrger2000 is data analysis,
using the approachof Bayesiannetworks. This tool can
be used for scientific data analysis (e.g., clustering or
classificationproblems),but it also cansynthesizecodeto
model sensorsand sensorfailures. Both systemsare aim
toward applicationawheresafetyis important,for example,
state-estimationf Marsroversor (on-board)scientificdata
analysis.

Ar chitecture of an Extended SynthesisSystem

Figure 1 shows the systemarchitectureof a modern, ex-
tendedprogramsynthesisystem.Givena specificationthe
synthesissystemproducesexecutablecode. For this core
task,domainknowledgein form of a domaintheoryis used
to guidethe synthesigrocess.The underlyingprinciple of
the synthesisengineis of no greatimportancefor the dis-
cussionin this paper For example,the AMPHION/NAV
systemis basedupondeduction-basedynthesigusingthe
first-ordertheoremprover SNARK), whereasAUTOBAYES
usesschema-guidegdynthesis.However, all thesesystems
have in commonthatthey rely on a substantiabody of en-
codeddomainknowledge. This domainknowledge,com-
binedwith informationon how the programwasassembled
(e.g.,aproof) canbe usedto extendthe synthesisystento
producecommenteatode,designdocumentstestdata,and
supportfor rigorouscertification. Theseextensionswill be
describedn thefollowing sections.
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Explaining SynthesizedCode

In the AMPHION/NAV systemmostaxiomsin the domain
theory* are given as a set of first-orderequations. These
equationgelatethe variousobjectson differentabstraction
levels. Due to the synthesisprocess(deductve synthesis)
andadditionalprogramtransformatiorstepsijt is nearlyim-
possibleto tell which partsof the synthesizedcodecorre-
spondsto which part of the specification,or why the code
is structuredin a specificway. In a safety-relatedappli-
cation ervironment, traceability betweenspecificationand
codeis of majorimportance. During manualdevelopment
of suchsoftware,considerableffort is spenton writing de-
taileddocumentatiomn all aspect®f thecode.

Here, deductve programsynthesiscan help, becausall
informationrelatingspecificationcode,anddomaintheory
is availablein the proof producedby the automatedheo-
rem prover. The proof, containinghundredsof inference
stepsis corvertedin sucha way that it relatesthe input
specificationwith the final product(C/C++ code). The ex-
planationthuscanbe seenasa descriptionof the program
design“from first principle”. AMPHION/NAV contains
the subsystentExplainlt!” which producesexplanations
for the synthesigtask (for detailssee(Whittle etal. 2001,-
Schumanr®& Robinson2001)). Eachaxiom of the domain
theoryis annotatedy explanationtemplatesconsistingof
plain text and (logical) variables. Whenerer an axiom is
usedfor the proof, thevariablesn thetemplatesreinstanti-
ated.In orderto find theentireexplanation a setof explana-
tionequalitiegvanBaalenetal. 1998 is generatedvhichis
usedto composehe correspondingxplanationtemplates.

Humanreadabilityand understandabilitypf suchan ex-
planationis extremelyimportant. However, the targetaudi-
enceis notalogically trainedsynthesigpersonput adomain
expert/engineer This meansthat not only all evidenceof

1The domaintheoryfor AMPHION/NAV is built on top of the
domaintheory of the AMPHION system(Stickel etal. 1994 on
geometriaelationshipscoordinatesystemsandcelestiaimechan-
ics.
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low-level deductionneedsto be hiddenfrom the user Fur-
thermoretherepresentatioof datashoulduseform andvo-
cahulary of thedomain. In the domainof AMPHION/NAV,
the commonlyuseddatastructuresarevectorsandmatrices
(asopposedo listsandlists-of-listsin AMPHION/NAV'sin-
ternalrepresentation)Thus,explanationof a matrix is best
representeéh atakular form, asshavn in the screen-dump
in Figure?2. It shows a part of the explanationfor a matrix
(“measurementnatrix ") which relatesthe measurements
with the currentposition estimate. Eachcell of the table
correspondgo a single entry in the matrix. This HTML
documents producedrom theinternalXML representation
which is generatedy “Explainlt!”. Translation/formatting
is donewith XSLT. HyperlinkedHTML documenthavethe
adwantagethatall statementsf the synthesizeadtodecanbe
linkedto their explanations.Thus,a simpleclick on a state-
mentimmediatelyproducegherelateddocumentationUs-
ing XML asa flexible internaldocumentformat enablesus
to alsogeneraterinted PDF documentationn a standard-
izedform.

Certifying SynthesizedCode

Code certification is a lightweight approach(as opposed
to e.g.,full functionalverification)to demonstratesoftware
quality onaformallevel. Its basicideais to produceformal
proofs demonstratinghat the code satisfiescertainquality
properties(e.g.,memoryor operatorsafety). Theseproofs
canbeseenascertificateqfor theproduceccode)which can
be checledindependentlyy a simple proof checler. Since
codecertificationusesthe sameunderlyingtechnologyas
Hoare-styleprogramverification, it alsorequiresmary de-
tailed annotationge.g.,loop invariants)to make the proofs
possible However, manuallyaddingtheseannotationso the
codeis anextremelytime-consumingnderrorpronetask..
In a certificationextensionof AUTOBAYES, we address
this problem(Whalen,Schumanné& Fischer2009. AuTo-
BAYEs containssufficient high-level domainknowledgeto

generatéherequireddetailedannotationsBecausall con-
straintsandinformationon designdecisionds availabledur-
ing synthesidime, detailedand powerful local annotations
canbe generatectasilyby AUTOBAYES. A separatgrop-
agationalgorithmdistributesthe annotationgo all placesin
thecodewherethey arevalid. Whenannotationsveregen-
eratechy AUTOBAYES, theoriginal 380linesof commented
codegrew to morethan2100linesof codewith annotations.
Thisis aclearindicationthatwriting manualannotationgre
infeasible.

From this annotated code, a general-purposever-
ification condition generator (in our case MOPS
(Kaiser, Fischer & Struckmanr2000Q) produces a set
of proof obligationsin first-orderlogic. The obligationsare
thenprocessethy theautomatedheoremprover E-SETHEO
(CASC2001).

In (Whalen,Schumanng& Fischer2002 we havedemon-
stratedour approachby certifying operatorsafetyandmem-
ory safetyfor a generatedterative dataclassificationpro-
gram(= 380 lines of documented++ code)without man-
ual annotationof the code. For this example,a total of 69
proof taskshave beengenerated. E-SETHEO could solve
65 automaticallywith a run-timelimit of 60 secondson a
1000MHz SunBladeworkstation. Most of the taskscould
be solved in aboutone second,but sereral taskstook up
to 40 secondqaveragetime: 6.3 seconds).The remaining
four proof taskscurrentlyrequiresomemanualpreprocess-
ing which will be automatedn future versions. A com-
parisonwith the state-of-the-artommercialstatic analysis
tool PolySpacdPolySpace002 shavedthatour approach
could reacha better coveragewith a substantiallyshorter
runtime.

Generation of Simulation and TestData

Testingandsimulationplaysavital rolein mostsoftwarede-
velopmentprocessesWhereagestingaimsat shaving that
the pieceof codeworks correctly simulationis often used
to demonstratéow the codeworks andto assesés quality
and performance.Therefore the availability of simulation
andtest-datds of greatimportance.To setup a simulation
ernvironmentmanually however, is usuallya very time con-
suminganderror pronetask. This is especiallytrue when
therequirementspecificationsare modifiedin a rapid suc-
cessione.g.,in aniterative life cycle).

With programsynthesisthe developmeniof a simulation
ervironmentcan be very straightforward; we synthesizea
programfrom our given specificationwhich generategest
data. The advantagesre obvious: we alreadyhave a spec-
ification, andmostof the synthesizes infra-structurg(e.g.,
symbolic handling,code generation)can be usedasis for
thistask. For AUTOBAYES, we have developeda tool com-
ponentwhich cansynthesizea programto generateandom-
izeddataaccordingo thegivenspecification.Thisdatagen-
eratorcouldbeimplementedn lessthan200linesof Prolog
codeontop of the AUTOBAYES system.



Conclusions

In this paper we have briefly describedthree extensions
to bare-boneprogramsynthesigechnologywhich canin-
creaseusability of a synthesistool in safety-relatecappli-
cationareas.In the AMPHION/NAV system.a detailedex-
planationis generatedully automaticallyand presentedn
a way suitablefor the domainengineer It fully hidesthe
underlyinglogic and reasoningsystemusedto synthesize
the program. The proof stepsis corvertedin sucha way
thatit relatesthe input specificationwith the final product,
thusopeningupanentirelynew level of traceabilitybetween
specificatiormandsourcecode.

Explanationanddocumentations only oneaspect.Cur-
rent practice of certification of safety-critical code re-
quires huge testing effort and lengthy manual code re-
views. Automatic certificationof synthesizeddodehasthe
potentialto substantiallyfacilitate and acceleratecertifica-
tion. In combinationwith techniquedrom proof-carrying
code (Necula& Lee1998, dynamic certification of field-
loadablesoftware canbe addressedHere again,we bene-
fit from the fact, that the synthesissystemencodesnough
domainknowledgesuchthatthe requiredHoare-styleanno-
tationscanbe madeautomatically Last,but notleast,trying
out synthesizedodeduringsimulationrunsis animportant
featurefor apracticalusablesystem.Thetestdatagenerator
providesimmediatefeed-backon the specification(doesit
male senseor aretheresomeobvious bugs?) andhelpsto
navigatethroughthe designspace.

All thosefeaturesorm essentialngredientsof a modern
programsynthesissystemif it shouldhave a chanceto be
usedin practice.Bare-bonesynthesigpower doesnot help
here,it only leadsto repeatingthe samemistales as have
beenmadewith automatedheoremprovers,which areusu-
ally restricted'more by generalsabilitythanby raw deduc-
tive power”?.
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